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Information Commissioner’s Office

Data Protection Impact Assessment
(School Life — Covid 19)

Cloud computing is a method for delivering information technology (IT) services in which
resources are retrieved from the Internet through web-based tools and applications, as
opposed to a direct connection to a server at the school. Thorns Primary School operates a
cloud-based system called School Life. As such Thorns Primary School must consider the
privacy implications of such a system. The Data Protection Impact Assessment is a systematic
process for identifying and addressing privacy issues and considers the future consequences
for privacy of a current or proposed action. Thorns Primary School recognises that moving to
a cloud service provider has a number of implications. Thorns Primary School recognises the
need to have a good overview of its data information flow. The Data Protection Impact
Assessment looks at the wider context of privacy taking into account Data Protection Law and
the Human Rights Act. It considers the need for a cloud based system and the impact it may
have on individual privacy.

The school needs to know where the data is stored, how it can be transferred and what access
possibilities the school has to its data. The location of the cloud is important to determine
applicable law. The school will need to satisfy its responsibilities in determining whether the
security measures the cloud provider has taken are sufficient, and that the rights of the data
subject under the UK GDPR is satisfied by the school. Thorns Primary School aims to
undertake this Data Protection Impact Assessment on an annual basis. A Data Protection
Impact Assessment will typically consist of the following key steps:

1. Identify the need for a DPIA.

2. Describe the information flow.

3. Identify data protection and related risks.

4. |dentify data protection solutions to reduce or eliminate the risks.
5. Sign off the outcomes of the DPIA.
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Step 1: Identify the need for a DPIA

Explain broadly what project aims to achieve and what type of processing it involves.
You may find it helpful to refer or link to other documents, such as a project proposal.
Summarise why you identified the need for a DPIA.

What is the aim of the project? — To help deliver a cost-effective solution to meet the needs
of the business. The cloud-based system will enable the school to transfer personal data
relating to the coronavirus 2 (SARS-Cov-2) which is the virus that causes Covid-19 to Public
Health as outlined by the Department of Health/HM Government.

The lawful basis for providing this information is documented in the schools Privacy Notice
for Covid Lateral Flow Test/Privacy Notice (Pupil)/Privacy Notice (Workforce)/Privacy Notice
(Governors/Volunteers).

Wonde and Third Party Apps/Vendors

Wonde's core service is used by a large percentage of schools in the UK to control the
Management Information System (MIS) data it shares with third party vendors used at the
school. These vendors include solutions for assessment, maths, English, library management,
parent communications, parent payments, Multi Academy Trusts, voucher systems,
Google/Microsoft syncing, classroom content providers etc.

Wonde is ISO27001 accredited and the majority of schools use Wonde to manage their MIS
data sharing and syncing with multiple third party vendors. An overview of how schools do
this  can be  found here https://www.wonde.com/school-data-management.

When a vendor (app), or vendors, requests to be connected to a school via Wonde - if the
school approves that vendor(s) request and for Wonde to facilitate it, then Wonde will
complete a base integration with the schools' MIS.

Wonde request (but do not extract) the permissions that are required for the majority of

vendors that use its services. Wonde will then only extract and send data that has been
approved by a school to send onwards to their chosen vendors. For clarity, Wonde does not
extract data that is not approved by the schools for the vendors they are using.

DPIA (School Life - Covid 19)
20220126
v3.5


https://www.wonde.com/school-data-management

‘ REVOLUTION

Thorns Primary School can reduce the requested Wonde permissions upon the integration
taking place, and Wonde can assist schools with this. Thorns Primary School also has the
ability to change the permissions whenever it likes, but in doing so ensures that it has
considered how that may affect its use of approved vendors (i.e. the flow of data to those
vendors via Wonde for the vendors to provide the agreed service).

DfE and trialling the automated collection of attendance data using Wonde

The Department for Education (DfE) have been looking at how it can establish a timely flow
of pupil level attendance data across schools, Local Authorities (LAs), Multi Academy Trusts
(MATSs) and DfE, through automation, without placing any additional administrative burdens
on schools.

Details of how DfE intends to use the data can be found in the Principles of Data Use
document. The DfE will test and develop this new approach, requesting also that the usual
methods of data collection remain in place given their importance to informing Government
response to COVID-19, such as the Educational Settings Status collection.

To deliver the trial, the DfE have procured the services of Wonde, a data connector, who will
ask for the school's agreement to share daily pupil level and attendance data with the
department in the coming days.

To agree schools will need to click 'yes' to give their agreement when asked through a secure
portal. It is a one-off process, once a school agrees to share data it will be automatically
extracted from the Management Information System and sent to DfE each day. No daily action
will be required. The data request will include attendance and demographics. The DfE see
this as the first step towards a more efficient approach to data collection that is less
burdensome for schools.

Thorns Primary School will undertake the following processes:

Collecting personal data

Recording and organizing personal data
Structuring and storing personal data
Copying personal data

Retrieving personal data
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Deleting personal data
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By opting for a cloud-based solution the school aims to achieve the following:

Scalability
Reliability
Resilience
Efficiency
Supports mobile access to data securely

o vk W=

Good working practice

The cloud service provider cannot do anything with the school’s data unless they have been
instructed by the school. The schools Privacy Notice will be updated especially with reference
to the storing of pupil in the cloud.

Step 2: Describe the processing

Describe the nature of the processing: how will you collect, use, store and delete
data? What is the source of the data? Will you be sharing data with anyone? You
might find it useful to refer to a flow diagram or other way of describing data flows.
What types of processing identified as likely high risk are involved?

The Privacy Notices (pupil) for the school provides the lawful basis of why the school collects
data. The lawful basis in order to process personal data in line with the ‘lawfulness, fairness
and transparency principle is as follows:

Thorns Primary School is the data controller for the data required for processing the Covid-
19 tests and undertaking any actions which are needed by the school to ensure they meet
their public health and safeguarding legal obligations. Personal data relating to tests for
pupils/students is processed under article 6 (1) (e) of the UK GDPR (public task). Section 175
of the Education Act 2002 and paragraph 7 of the Schedule to the Education (Independent
School Standards) Regulations 2014 for independent Schools including Academy Schools and
Alternative Provision Academies.

Personal Data relating to staff is processed under article 6 (1) (f) of the UK GDPR the legitimate
interest of the data controller to ensure they can minimise the spread of COVID in a timely
manner and enable the school to continue to deliver education services safely and securely.

DPIA (School Life - Covid 19)
20220126
v3.5



‘ REVOLUTION

The processing of special category personal data is processed under article 9 (2) (i) of the UK
GDPR, where it is in the public interest on Public Health Grounds. This data is processed under
the obligations set out in Public Health legislation (Regulations 3(1) and (4) of the Health
Service (Control of Patient Information) Regulations 2002 (COPI)) which allows the sharing of
data for COVID related purposes and where it is carried out by someone who owes an
equivalent duty of confidentiality to that data.

The School Life facility being utilised is provided by a Data Processor working on behalf of the
Local Authority, the system is to facilitate school accurate record keeping and enable the local
authority and public health to meet their statutory functions.

This information is processed and shared under obligations set out in Public Health legislation
under Regulations 3(1) and (4) of the Health Service (Control of Patient Information)
Regulations 2002 (COPI) which allows the sharing of data for COVID related purposes.

In summary, the personal data associated with test results may be shared with

= DHSC, NHS, PHE — to ensure that they can undertake the necessary Test and Trace
activities and to conduct research and compile statistic about Coronavirus.

» GP’s — to maintain medical records and to offer support and guidance as necessary.

» Local Authority to undertake local public health duties and to record and analyse local
spreads.

It would also be lawful to disclose any requested information as a consequence of an
exemption that exists within the Data Protection Act 2018. Schedule 2, Part 2 paragraph 7 —
where processing is required for functions designed to protect the public. In this case sub
paragraph 4 is likely to apply:

4. The function is designed to

a. To secure the health, safety and welfare of persons at work, or
b. To protect persons other than those at work against risk too health or safety arising
out of or in connection with the action of persons at work
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This exemption applies where the function is of a public nature and is exercised in the public
interest.

In all disclosure cases, the school will satisfy itself that the request has originated from an
authenticated source, i.e. Public Health who is working on behalf of the NHS England.

The school will only provide information that is necessary for the activity. Any special category
data needs to be communicated via secure means.

This is recorded in Thorns Primary School Privacy Notice for Covid Lateral Flow Test/Privacy
Notice (Pupil)/Privacy Notice (Workforce)/Privacy Notice (Governors/Volunteers).

How will you collect, use, store and delete data? — The information collected relates to a
positive or negative PCR Test, the date of the PCR test, date of isolation (where applicable),
earliest date of return and likely source of infection. School Life also collects information
about close contacts including the name, address, e-mail and mobile phone numbers of family
members, social groups, and close contacts.

The information collected by Dudley Council Public Health is retained on the Infectious
Disease Notification management information system.

The school will consider the data retention period as outlined by Public Health and the NHS.

What is the source of the data? - The information is obtained from the data subject and
completed online via School Life.

Will you be sharing data with anyone? — Thorns Primary School will share information with
the Local Authority (Public Health), NHS Health Services, and the Department for Education.

What types of processing identified as likely high risk are involved? — Transferring personal
data from the school to the cloud. Storage of personal data in the Cloud.

Describe the scope of the processing: what is the nature of the data, and does it
include special category or criminal offence data? How much data will you be
collecting and using? How often? How long will you keep it? How many individuals
are affected? What geographical area does it cover?

DPIA (School Life - Covid 19)
20220126
v3.5



‘ REVOLUTION

What is the nature of the data? — The information collected relates to a positive or negative
PCR Test, the date of the PCR test, date of isolation (where applicable), earliest date of return
and likely source of infection. School Life also collects information about close contacts
including the name, address, e-mail and mobile phone numbers of family members, social
groups, and close contacts.

Special Category data? — The personal data falls under the UK GDPR special category data.
This includes health details.

The processing of special category personal data is processed under article 9 (2) (i) of the UK
GDPR, where itis in the public interest on Public Health Grounds. This data is processed under
the obligations set out in Public Health legislation (Regulations 3(1) and (4) of the Health
Service (Control of Patient Information) Regulations 2002 (COPI)) which allows the sharing of
data for COVID related purposes and where it is carried out by someone who owes an
equivalent duty of confidentiality to that data.

How much data is collected and used and how often? — Personal data is collected for all
pupils, workforce, and volunteers based on positive or negative PCR tests.

How long will you keep the data for? — The school will consider the data retention period
as outlined by Public Health and the NHS.

Scope of data obtained? — How many individuals are affected (pupils, workforce, governors,
volunteers)? And what is the geographical area covered? Those undertaking a PCR Test which
may include pupils, workforce and volunteers.

Describe the context of the processing: what is the nature of your relationship
with the individuals? How much control will they have? Would they expect you to use
their data in this way? Do they include children or other vulnerable groups? Are there
prior concerns over this type of processing or security flaws? Is it novel in any way?
What is the current state of technology in this area? Are there any current issues of
public concern that you should factor in? Are you signed up to any approved code of
conduct or certification scheme (once any have been approved)?

The school provides education to its students with staff delivering the National Curriculum

DPIA (School Life - Covid 19)
20220126
v3.5



‘ REVOLUTION

What is the nature of your relationship with the individuals? — Thorns Primary School
collects and processes personal data relating to its pupils and employees to manage the
parent/pupil and employment relationship.

Through the Privacy Notice for Covid Lateral Flow Test/Privacy Notice (Pupil)/Privacy Notice
(Workforce)/Privacy Notice (Governors/Volunteers) Thorns Primary School is committed to
being transparent about how it collects and uses data and to meeting its data protection
obligation.

How much control will they have? — School Life will provide a log in for the school. The
school can then report the results of a PCR test through School Life. Passwords are not stored,
a hashed representation of the password is created and associate with the account.

Do they include children or other vulnerable groups? — The personal data falls under the
UK GDPR special category data. This includes health details.

Are there prior concerns over this type of processing or security flaws? - All data kept on
School Life servers are encrypted. Log in to the School Life portal is via a strong SHA-2/2048-
bit encryption. School Life uses Amazon Web Services which is certificated to certain security
and regulations including ISO 27001 and PCl Data Security Standard.

In terms of application security, users can log into the School Life I0OS and android mobile
applications and view user specific data. School Life have a number of options to control
the level of access to data for a user.

Thorns Primary School has the responsibility to consider the level and type of access each
user will have.

Thorns Primary School recognises that moving to a cloud-based solution raises a number of
UK General Data Protection Regulations issues as follows:
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= [ISSUE: The cloud-based solution will be storing personal data including sensitive
information
RISK: There is a risk of uncontrolled distribution of information to third parties
MITIGATING ACTION: The School Life administration system can only be accessed via
authenticated users that have been granted the role of staff members. Only existing staff
members or School Life administrators can grant this level of authorization. User
passwords are not stored in the system — one-way cryptographic hash is created in their
place

= |ISSUE: Transfer of data between the school and the cloud
RISK: Risk of compromise and unlawful access when personal data is transferred
MITIGATING ACTION: Access at server level is restricted to senior members of staff and
are only accessible across a secure VPN who ensure that the lasts patches updates are
installed. All data kept on the School Life database servers are encrypted, whilst login to
the School Life portal is via strong SHA-2/2048-bit encryption

= [SSUE: Understanding the cloud-based solution chosen where data processing/storage
premises are shared?
RISK: The potential of information leakage
MITIGATING ACTION: Amazon EC2 cloud infrastructure is certified to certain security
and regulations including ISO 27001 and the PCI Data Security Standard. All School Life
servers are located behind firewalls and only ports and services that are deemed necessary
are opened

= ISSUE: Cloud solution and the geographical location of where the data is stored

RISK: Within the EU, the physical location of the cloud is a decisive factor to determine
which privacy rules apply. However, in other areas other regulations may apply which
may not be Data Protection Law compliant

MITIGATING ACTION: School Life uses Amazon EC2 to host School Life servers, which
in turn hosts the personal data which is uploaded from the school. School Life would
keep the school’s data on its systems for as long as a relationship exists between the
school and School Life
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= ISSUE: Cloud Service Provider and privacy commitments respecting personal data, i.e. the
rights of data subjects
RISK: UK GDPR non-compliance
MITIGATING ACTION: School Life's Privacy Notice states that the school has a right to
access any personal information that School Life processes including what personal data
is held, the purposes of the processing, categories of personal data concerned, recipients
to whom the personal data has/will be disclosed, how long School Life stores the
information, and information about the personal data source. If School Life receives a
request from the school to exercise any of these rights, School Life may ask the school to
verify its identity before acting on the request; this is to ensure that the data is protected
and kept secure

As part of its commitment to privacy and security, when a school contacts the support
desk, schools will be asked to confirm specific details to confirm that it is a genuine
call/request. School Life will always assist schools, where possible, in meeting their
obligations under UK GDPR

= ISSUE: Implementing data retention effectively in the cloud

RISK: UK GDPR non-compliance

MITIGATING ACTION: The school will consider the data retention period as outlined by
Public Health and the NHS. School Life only ever retains personal information for as long
as is necessary. School Life actively reviews its Privacy Policy to meet these obligations.
School Life will keep school data on its systems for as long as a relationship exists between
the school and School Life. Additionally, every entry on the ‘School Life’' platform will be
fully cleansed of content and data within 30 days of the contract with the particular school
ending

= ISSUE: Data Back ups
RISK: UK GDPR non-compliance
MITIGATING ACTION: School Life use Amazon Web Services (AWS) back up services.
AWS back up is a fully managed, policy-based backup solution that makes it easy to
automatically back up the School Life application data across AWS services in the cloud
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AWS back up's policies provide automated backup scheduling, back up retention
management, and lifecycle rules, which assists in streamlining back up processes. AWS
backup supports backing up EBS volumes, RDS databases, DynamoDB tables, EFS file
systems, and Storage Gateway volumes and stores School Life back up data durably and
securely using Amazon S3. AWS back up’s centralised back up monitoring, back up
encryption, and back up access policy features help School Life to meet internal and
regulatory backup compliance requirements

= ISSUE: Responding to a data breach
RISK: UK GDPR non-compliance

MITIGATING ACTION: The system has passwords for every School Life staff member.
Data breaches can be dealt with by any member of staff as a result. Every member of
School Life staff is trained in how to shut down the system if required whilst any data
breach is dealt with. Every member of staff has signed a confidentiality agreement.
Passwords are changed every three months automatically and are alpha numerical. They
are not recorded on any file. All accesses to the system from School Life staff or school
side are logged and stamped with date and time. All School Life staff are trained in how
to deal with data breaches and a written policy and procedure exists

= [SSUE: Post Brexit
RISK: UK GDPR non-compliance
MITIGATING ACTION: School Life use Amazon S3 to host its database and related
programs. The data is currently stored on servers in Eire. Servers are also based on the
UK mainland and can be switched post Brexit.

= ISSUE: Subject Access Requests
RISK: The school must be able to retrieve the data in a structured format to provide the
information to the data subject
MITIGATING ACTION: School Life have a written data Subject Access Request policy and
procedure. School Life staff are trained in what to do when a request comes in. SARs are
managed the UK GDPR data manager, or in their absence, by two deputies on behalf of
the school

= ISSUE: Data Ownership
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RISK: UK GDPR non-compliance

MITIGATING ACTION: School Life does not share or disclose any of the school’s personal
information without the school’s consent. School Life uses third parties to provide the
service, e.g. Amazon EC2 for storing data in the cloud. However, all processors acting on
the behalf of School Life only process school data in accordance with instructions form
School Life and in compliance with School Life's Privacy Notice, data protection law, and
any other appropriate confidentiality and security measures

= ISSUE: Cloud Architecture
RISK: The school needs to familiarise itself with the underlying technologies the cloud
provider uses and the implications these technologies have on security safeguards and
protection of the personal data stored in the cloud
MITIGATING ACTION: This should be monitored to address any changes in technology
and its impact on data to enable UK GDPR compliance

= |SSUE: UK GDPR Training
RISK: UK GDPR non-compliance
MITIGATING ACTION: Appropriate training is undertaken by personnel that have access
to School Life

= ISSUE: Security of Privacy
RISK: UK GDPR non-compliance

MITIGATING ACTION: Personal information used in the ‘School Life’ platform is always
kept to a minimum and is only visible by staff elected by the school. School Life will not
access this information unless it is deemed necessary to do so for the purposes of support
and in any instance will only access this information with permission from the school

Describe the purposes of the processing: what do you want to achieve? What is
the intended effect on individuals? What are the benefits of the processing - for you,
and more broadly?

The school moving to a cloud-based solution will realise the following benefits:

1. Scalability
2. Reliability
3. Resilience
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4. Efficiency
5. Supports mobile access to data securely
6. Good working practice

Step 3: Consultation process

Consider how to consult with relevant stakeholders: describe when and how
you will seek individuals’ views - or justify why it's not appropriate to do so. Who
else do you need to involve within your organisation? Do you need to ask your
processors to assist? Do you plan to consult information security experts, or any
other experts?

The views of senior leadership team and the Board of Governors will be obtained. Once
reviewed the views of stakeholders will be taken into account. The view of YourlG has also
been engaged to ensure Data Protection Law compliance

Step 4: Assess necessity and proportionality

Describe compliance and proportionality measures, in particular: what is your
lawful basis for processing? Does the processing actually achieve your purpose? Is
there another way to achieve the same outcome? How will you prevent function
creep? How will you ensure data quality and data minimisation? What information
will you give individuals? How will you help to support their rights? What measures
do you take to ensure processors comply? How do you safeguard any international
transfers?

The lawful basis for processing personal data is contained in the school’s Privacy Notice for
Covid Lateral Flow Test/Privacy Notice (Pupil)/Privacy Notice (Workforce)/Privacy Notice
(Governors/Volunteers). The lawful basis includes the following:

Public Health legislation under Regulations 3(1) and (4) of the Health Service (Control of
Patient Information) Regulations 2002 (COPI) which allows the sharing of data for COVID
related purposes. It also includes:
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= Public Health Act 2020
=  Coronavirus Act 2020
» Health and Safety at Work Act

Article 6(1)(e) ‘processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the controller as their lawful basis.

The processing of special category personal data is processed under article 9 (2) (i) of the UK
GDPR, where it is in the public interest on Public Health Grounds.

The school will continue to be compliant with its Data Protection Policy
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Step 5: Identify and assessrisks ..

Describe source of risk and nature of Likelihood | Severity | Overall
potential impact on individuals. Include of harm of harm risk
associated compliance and corporate risks as
necessary.

Remote, Minimal, Low,

possible or | significant | medium
probable or severe | or high

Data transfer; data could be compromised Possible Severe Medium
Asset protection and resilience Possible Significant | Medium
Data Breaches Possible Significant | Medium

Subject Access Request Probable | Significant | Medium

Data Retention Probable Significant | Medium
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Step 6: Identify measures to reduce risk

Identify additional measures you could take to reduce or eliminate risks
identified as medium or high risk in step 5
Risk Options to reduce or Effect on | Residual | Measure
eliminate risk risk risk approved
Eliminated | Low Yes/no
reduced medium
accepted high
Data Transfer | Secure network, end to end Reduced Medium Yes
encryption
Asset ‘ Data Centre in EU. Accredited to | Reduced Medium Yes
protection & | SO 27001 and PCI Data Security
resilience Standard
Data School Life's ability to respond Reduced Low Yes
Breaches and deal with a data breach
Subject Technical capability to satisfy Reduced Low Yes
Access data subject access request
Request
Data Implementing school data Reduced Low Yes
Retention retention periods in the cloud
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Step 7: Sign off and record outcomes

Item Name/date Notes

Measures approved Rebecca Jordan Integrate actions back into

by: project plan, with date and
responsibility for completion

Residual risks Rebecca Jordan If accepting any residual high

approved by: risk, consult the ICO before
going ahead

DPO advice provided: Yes DPO should advise on

compliance, step 6 measures
and whether processing can
proceed

Summary of DPO advice:

(1) Functionality of School Life to respond to a data breach

(2) Technical capability to ensure the school can comply with a data subject access
requests

(3) School to take into consideration backups and if the data is stored in multiple
locations and the ability to remove the data in its entirety

(4) Contingency arrangements around a no deal Brexit

DPO advice accepted or overruled by: NO

If overruled, you must explain your reasons

Comments:

YourlGDPO Service liaised with supplier for further clarification as outlined above in
summary of DPO advice.

Consultation responses reviewed by: N/A

If your decision departs from individuals’ views, you must explain your reasons

Comments:

This DPIA will kept Karen Cartwright The DPO should also review
under review by: ongoing compliance with DPIA
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